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SUBJECT: Approval of Extcrnal Public Kcy Tnfrastnlctures

Use of hardware credentials with pUblic key infrastnlcture (PKI) certificates for
authentication has enhanced the security of infonnation systems and business processes
of the Department.

The Federal Bridge Certification Authority (FBCA), overseen by the Federal CIO
Council, facilitates tnlst between disparatc PKls. In accordance with DoD Instruction
8520.2, members of the following PKls, upon succcssful completion of interoperability
testing as described in allachmcnt I, are approved for use with DoD infonnation systems:

• FBCA member PKls cross certified at Medium-Hardware or High Assurance
levels

• PK.l members of other PKl bridges thal are cross certified at FBCA Medium
Hardware or High assurance levels

• PKls that assert the Federal PKl Common Policy Medium-Hardware or High
assurance level

Also approved for usc are Foreign, Allied, Coalition partner, and other External PKls.
subjcctlO conditions described in attachment J.

DoD system, application and ponal owncrs are cautioned to continue to usc
appropriate access control procedures in conjunction with PKI authentication to ensure



•

appropriate security. To assist application and portal owners with making appropriate:
trust decisions. attachment 2 lists opcr.llional diffcreoces between the DoD PKI and
approved extemal PKls. The DoD PK.l Program Management Office. the: DoD Public
Key Enabling (PKE) Team and the DoD Extemallnteroperability Working Group will
work with DoD 5YSiem owners and DoD partners to facilitate initial interoperability
testing. establishment of the ll'U51 pathS. and use of DoD-approved PKls in their logical
access control procedures. The OISA PKE Icam will establish a trusted DoD repository
of all DoD approved Root Certification Authority certJflC3.tcs that can be used by DoD
relying parties to establish specific lJUSl relationships.

For additional information about this memorandum, contact Ms. Sheron Randolph,
703-604-5522 eXI 108, sheron.randolph@osd.mil or Mr. Don Fuller, 703-604-5522 e:u
112, donald.fuller.etr@osd.mil.

Attachments:
As staled



Ana<:lunent 1 to Approval ofExtemaI PKls memorandum

A. DoD Extcmal Certificate Authority (ECA) PKI

Certificatcs issued by the DoD ECAs arc approvcd for use within the DoD for authenticating to
DoD web sites and for digital signature or encryption. The DoD ECA vendors offer certificates
at the following assurance levels (the policy Object Identifiers (OID) are in<:luded in
parenthCSCll):

• 000 ECA Medium ASSUrADCe (id-eca-mediurn-token or 2.16.840.1.101.3.2.1.12.1)
certificates are comparable to DoD Medium ,usurance (id-US-dod-medium or
2.16.840.1.101.2.1.11.5) ccrtificates issued to users in software fonnat (i.e., .p12 files).

• DoD ECA Medium Token Auurlnce (id-eca-mediurn-token or
2.16.840.1.101.3.2.1.12.2) certificates are also comparable to 000 Medium Assurance
(id-US-dod-mcdium or 2.16.840.1.l01.2.1.11.5}) certificates; however, the ECA vendor
ensures that the keys and certificates are generated and stored on a hardware token
(smartcard) only. The ECA Vendor relies on third party Trusted Agents for the identity
proofmg. Medium Token Assurance certificatcs should be used where the additional
security of a certificatc on a hardware token is desired by the relying party system.

• ODD ECA Medium Hardware Assurance (id-cea-medium-hardwarc or
2.16.840.1.101.3.2.1.12.3) certificates are comparable to DoD Medium Hardware
AnUraDCC (id-US-dod-mediumhardware or 2.16.840.1.101.2.1.11.9) certificates issued
on the Common Access Card (CAC). Thcse ECA ccrtificates are generated and stored on
a hardware token (smartcard) only. This assurance level is greater than the DoD ECA
Medium Token Assurance level because the identity proofing is performed by the ECA
Vendor versus establishing third party Trusted Agents. Medium Hardware Assurance
certificates should be used where the additional security of a certificate on a hardware
token is desired by the relying party systcrn.

Application owners should consider what minimum assurance level is acceptable for
authentication to thcir infonnation system. In addition to the particular identifying information
in the certificate, the policy OIDs for the assurance level contained in the certificate should be
considered when making access control decisions based on the authenticated identity asserted by
any DoD ECA certificate.

B. U.S. Federal Agency PKls cross-certified with the Federal Bridge Certification Authority
(FBCA). The FBCA is commonly referred to as the "Federal Bridge".

After iOleroperability testing described below is S\lct:essfully completed, certificates issued by
U.S. Federal Agency PKIs are approved for usc within the DoD for authenticating to DoD web
sites and for digital signatun: or encryption if~ of the following are true:

B.I. The certificate was issued by a PKJ that is operated by a U.S. Federal Agency and is
cross eenified with the Federal Bridge at Medium Hardware Assurance (id·fPki-certpcy
mcdiumHardware) or High Assurance (id-fpki-certpcy-highAssurance).
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Allachrncnt I to Approval ofExtcmal PKls memorandum

8.2. The certificate was issued by a c:ertirK:d PKl Shared Service ProvKlcrJ (SSP)
operating under lhe 1I.509 Certificate Policy for the Common PolK:Y Framework and
assaU either one ofthe following OIDs: id-fpki-cornmon-hardware, kl.-fpki-common
authentication, id-fpki<OmlIlOn-High.

Certificates issued by U.S. Federal Agency PKls are subject to limited Joint InlciOpCiabilityTc:st
Ccota (JITC) testing only 10 CfISUTe that certificates~ technically intmJPCrable with DoD
system~ including web 5CfVeR and anail c1iml5, and lhat certificate revocation iDfonnation can
be obtained by these DoD systcnu.. DISA will immediately commence: testing.

Upon completion of testing. the Federal Agency Root CA certificates will be posted to the DoD
repository for DoD application owners to retrieve, install and configure in their infonnation
systems.

C. Non-Fcdaal Agency PKls cross certified with the FBeA or PKls from olher PKl Bridges
that are cross ccnified with the FBCA.

Certificates issued by non-FederaJ Agency PKls will be recognized as approved for use within
the DoD for authenticating to DoD web sites and for digital signature or encryption if all of the
following are tnte:

C.l. 1be certifICate was issued by a PKl that is cross-certilied with the FBCA at the
Medium Hardware kvel ofAssunnc:c.

C.2. The PKI has. DoD sponsor that has established. businC$!l or mission need.

C3. JITC has suc<:essfully completed reasonable interopenbility testing of the PKI to
ensure that c:ertificates are technically interoperable with DoD systems, including web
5CfVCTS and email clienl~ and that certificatc revocation information can be obtained by
DoD systems. To cns~ that DoD users can ellc1lange securc email with approved
e,;ternal PK.ts, DISA will expedite testing ofsecure email e,;change mechanisms.

Upon completion of testing, the appropriate PKl Root CA certificates will be posted to the DoD
repository for DoD application owners to retrieve, install and configure in their infonnation
syslems.

D. Foreign, Allied, or Coalition Partner PKls or other PKls not covere;l under A, B or C above
seeking. tntSl rt:latiooship with DoD PKl

CmiflC3tes issued by Foreign, Allied, or Coalition partner PKls will be recognized as approved
for use within !he DoD for authenticating 10 DoD web siles and/or digital lignature or mcryption
ifall of the following are true:

D. I. A DoD Service or Agency IiYSICtn or application has identified lhat they mluirt:
intaoperabilily with the PKI and has CSl:ablishcd. business usc or mission need to
authenticate C'Xternal PKl certificates.

D.2. The PKl CertifICate Policy has been mapped to the DoD PIG Certificate Policy in
accordance with the DoD process. The DoD Ccr1ificate Policy Management Working
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Attachment I to Approval ofExtemal PKJs memorandum

Group (CPMWGj or its designated authority has not identified critical risks to the
External lnlempcrability Working Group (EIWG) thaI would prevent certificale
validation or authentication at all levels of assurance.

D.3. llTC has suceessfully completed n:asonable interoperabililY testing of the PKI to
ensure that certificates are technically interoperable with DoD systems, including web
serven and email clients. and that certificate revocation information can be obtained by
DoD syslems.

D.4. The ErwG has favorably reviewed the certificate policy mapping performed by the
CPMWG and the results of the JITC testing.

Upon completion of the EIWG review, the appropriate PKJ Roo! CA CCfti ficate5 will be~ed
10 the DoD repositOl)' for DoD application owner'S 10 rrtrieve, install and configure in their
informalion systems

E. Approved Extemal PKJ Rool CA CCftifie:ates

The ErwG will woR closely with DISA and JITC 10 ensure all appropriately telled external PKl
Roo! CA certificates are posted in the DoD repository for DoD application ()WI)CT$ 10 n:lrieve.
install and configun: in their informalion systems.
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Atladunenl 2 to Approval of ExlernaI PKls memorandum

T1le following 18blc highlights similarities and differellCes between the following approved PKls.

• DoD - Informalion describes certificales issued althe Medium Assumnce Hardware

• External Certification Authority (ECA) -Information describes certificates issued atlhe
Medium Hardware and Medium Token assurance levels. Differences between these two
levels are ooted.

• FBCA - Informal ion describes certificates mapped 10 the Medium Hardware assurance
level. Note that information rcne<:ts minimum requirements to be a member of the
Federal Bridge. Somc members may have more stringenl requirements. Certificates
issued to First Responders or to ir>dustry as pan of a PlY compatible program meet
rBCA Medium Hardware assurnnce.

• PIV - Information describes certificales issued by Federal Agencies in compliance with
FIPS 201-1, PersolUllldemiry Verijicalion (PIV) ofFederal Employees and Con/rac/ors.

'NOlt thai FOCA informalion ren<C1$ minimum requirtm""" 10 be 0 member OhM Fede...1Bridge. SonIC
member> may ha.~ mO<c .lring.... "'''Iuiremnns.
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